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The Study on Improving Intrusion
Detection Efficiency of the Military Internet
by the Technique of Data Mining

Wen-Chin Wu
Doctoral Student
Department of Management Information System
National ChenChi University

Abstract

Intrusion detection system can effectively detect intrusion, penetration and the misuse behavior by
staff as well as appropriately apply for compensation measure, control measure, and suggestion to fit
the protection strategy of risk control and prevention, detection and reaction in the midst of the
information and communication security mechanism. Intrusion detection system is an important
mechanism to request and perform the information and communication security policy for military. The
study is to analyze the operation framework of intrusion detection system for finding the bottleneck of
intrusion detection system efficiency in order to help the military build a personalized intrusion
detection system to protect military networks. Setting packet classifier and head classifier before using
the technique of data mining could improve poor efficiency of compare package and low accuracy
through the evidence from experiments.

Back Propagation Neural Network ( BPN ) is the best one of the multiple classifier algorithm, and
its accuracy is up to 92.704% roughly lower than Rough Set Theory( RST) is up to 92.867%; however
its executed velocity could increase some 112.95 times and detect the unforeseen the attacking ability.
Therefore, the study is not only to apply for more choices to perform information and communication
protection but also to help the military to reach the goal about the nest step in the future of not leaking

the military information and communication.

keywords : intrusion detection ~ back propagation neural network ~ data
mining ~ internet security ~ information security
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Knowledge Discovery 11— % i» > Data Mining & * ¥ 7 i3+ & 47 Modeling 7
%o TR Y B F G % hiF e (Patterns) 2 B i 4 (Relationships) - - 4@ 3 o
Data Mining # it 7z 3% % #¢ (classification ) ~ i ﬁﬁ%( Regression ) ~ 3& fz (estimation ) ~
3p:p (prediction) ~ 3 %_(Clustering) -~ B 5% (Association) ~ pFf 5 7] (Time
Series) % > %ﬁ“d FwE AR EF L Kz 58 (Model) fgﬁbﬁf‘“ﬁ
To gy it F ALY ngd e (Patterns) 4 2 B % (Relations) o & Aippea & )

R R B R 41T €71 Cfctr
analysis) ~ % [§ 4 17 (discriminated analysis) ~ % & 2 4 (cluster analysis) % ;
M ofs T L en™ jE & JRAp A e Es (artificial neural network) -~ A% M (deC|S|on

tree) ~ A Fli7 & 2 (genetic algorithms) ~ 4|42 %2 (rules induction) ~ 5k
@4 (fuzzy logic) % o 2 #7 7 #-%F IDS AR B A= 1 B & sodx * cn T RL4F I Hojiv >
AR EEEL A FR T2 @¢u&‘ﬁ'¥" el AP T B 2 M A it
4o T
(- ) 8% § 623
i &£ 2% (Rough Set Theory, RST) i & * ** g3 sf | Tl 2 54 > &
# RST 2 Bt » v B DI FTH2ZERFHE > B A2 ARz P - RST d 3¢
HBmEE  Fpr akiTt FE ke SRR LNE Y AF 5 AL AEB i iE S
1 #% (Pawlak, Z. & Rough. 1991' Fayyad et al. 1993, 1002-1007; Pawlak, Z., and
Slowinski, R. 1994, 443-459; + k¥ % B < g 2003)

RST & 74 i@ * "g L2 R A4 AR E (Decision table ) & ¥ £
(Information table) * r1 4 77 Flehie » - & hz & 5 S=<U, AV, >, &£ ¢
Uz “wr thg & (Universe) e U={Xq,X2,..X5} * A EN Y (Attrlbutes) =z
BLEOVERPE A fi 32 kP i-BREEIELPSAY xyeU
Al Ind (P) f5 "2 7 B Wb, s B 2 fFforez "+ %, (Upper
approximation) ¥ = & | (Lower approximation) - *+ T :# % (Boundary) E_
RST ¢ & BiRE & s - % X 2223 B &0 P35 B3 B & doxcu s
PCcAL R X &P pass: X=eUlllnae <X}, maes g 24 X
grizeried o A XL T3V RSN G, SR 0 X Frdg B

g
¥ % f 5 T P-Lower approximation , ; @& + A B % & :
PX ={Xi €U |[Xilnapy " X =0} | 4 WEF X RN T AT R MG e X
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TR AL AR R P e L R E el o~ B RDRG 2T R

ZREPLTEE JF,Z Al G " P-Upper approximation ; » @ X & U e /i
T % 5 PNX=PX-PX -

AR R B TR THRBECE AT 22BN 2
REFmkieseAs ey cuwgm*’p z“é‘x»w;m‘);ﬁ @ RST
T EEY T27 %ulf FEREBBEZFEE FoRIRARY 57
A‘@%Fﬂ‘mﬁfﬁm’fi ik A ‘Jﬂm%l“*““?l* Fﬂ"* GE IR WA Rl Y e
Broghth RST A R L P H2FH 4 F %'&mp Gl e & S g
A Hcim o )J-f-.nu SRR TR 2 BT o Rl E BT G 3F S andpde s
o BB R fadkciE s N B RS Y %%'ﬁi'b&?f’?— [ER20p Ff gk
Ao FFMRTAUALL - BREFMAPHELFFLZ - BrawF o b3 2 A
Fayyad % lrani #7331 » 7= 4| * class-entropy e 4 45 1975 itz i » &
(Ryan Jake & Meng-Jang Lin 1998 )

EAEE TR R R TR BB RSRE AL 0 ST W ]
R A @ gt A TR 0 if’ CTEN b N i el Sl o - A LIRS N S
A A GEFARRI T L A2 gy Aot R R R Bk A
sl gF i (generalized) > RIZF 2 E L FH T €45 B 2303 B2l > @
SEpCER B AE RS O L FR (Support) @ i B S e
Flpt R R BATOF A MR RS A S TER P W UF E IR E AT A
K FE o

(z) 2#Fm i

L #Fw £ 4 (Support Vector Machines, SVM ) #_12 Yo+ 4 18 25 (Statistical
learning theory ) & ZA#F #78 E imﬁﬁ REW W, H R AR E R L @
3~ F &~ # (Text categorization) -~ ¥ izt %] (Image recognition) ~ < & #F 7%
# (Hand-written digit recognition) T 4l4F ¥4 (Data Mining) ~ 2 4 7 3
( Bioinformatics) % - {&if & a2 & #f ek 42 (Vapnik V. 1998; Cristianini N.&
Shawf-Taylor J. 2000; Xueqin Zhang et al. 2006, 2594-2598 )

SVM i & SR £ M2 S TTALE A 5 8 386 doe X B Xo 8 TETRFEAL -
A Xner B Xnem 5 BERT AL § 24P L 8- Xy B Xy e975 T ﬁ%] » SVM % g ts 18
FIF el f g Yo ST 1 f it 2 chmodel #-RIGE TR 8 ria g A
#om SVMEd TE LG ?;‘é . (Structural Risk Minimization, SRM ) 3 £
#prda ko Bp g R EY LR AFGRIEL (expected risk) ¢ a4 &
B e

M- AL Fe eI F i* L4HE B e e BT A 4
ity HEZHA-170 B3R G - BARAT 6 7 BRI 17 % 312 7-172

34
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.-r‘ L

% *T?ﬁ:i‘gp A Rl AT G fEG w4 T e (separating hyperplane )

B b et Bhas % BUW X #B=0 2. 4 T & ;£ £ (normal vector) - #%¥ %
LR AT G 2 Rk (margin) & d+ +d-od+ s (d-) 5 T s 17 (1)
ﬁ'g‘ ‘fr"?p/»\—lmmﬁxf\—"ﬁf”%ﬁ- L edLT R A w':'léir‘?‘m?'} AN JE

EWEDFEF RGN DORA TG > PR FTRLERE T A BIFIS
1
2

| ¥W+B > +1

dnaxr@adi=d= Wi, agr s MWl mpe pme s
RPen®m s T g o

(=) FH ERR

BEAY AT e iE AT O 3 00 PIAR B 2 7}5 FMW‘“ Al SRS EF 2R
MRl dod ] B Y o 2 system call 2 = o~ 47 5 fiest 2 profile ~ % spa 5
B 2 AT EN R TRV HEPRERS P RS B g R
R F LA RFT N B(F 5 4% 3 sit & P r(Richard P. Lippmann
& Robert K. Cunningham 2000, 597-603; Bonifacio J. M. et al. 1998. 205-210; SANS
Institute 2001 )

Ao ;P,L:Jaﬂ HA SRR R F)

a 7} va &@FZQ mm_—gg]?a
. )f@,:_—’: f—rA;\f(mP‘} ’T'fﬁg”ﬁ Z

£ %H
&I iathm ot & R4 fe R AR
B

RS PR mES R PRIBEHKE G AZ RASREE DR
Bho 2 WS MR E BT AR A BH vy AR Aot B B A Y mg: §
VX258V I HERPRIEXR AR -FF L IF R P oRE;

-ﬂﬁéﬁ?ﬁ%éﬁﬁﬁ%%’Aﬁhz#ﬂpﬂﬁnﬂ”kﬁijﬁﬂﬂkvﬁﬁﬂw¢?%
AR EP AR F AR R LR A f e Er R E R0
A G RR - BRAFTEEE o P n F L auEA 4—#&’1*3—5\‘7—"‘&’1'7@"‘ I it

\F"ﬁllTE.?fé
LERSFV *R
2AERNE YRR
BMENERFSFY
4B i B Y R
Fl A SRR FR AR R ¢ 1 £ el 1 Rl AR R T
RARZ 0 B RS AORR T AATA Y PR A g A ARG E
g?;%fg ABBEE BEVNG TR 4 PR 0
e . PRE LY B S Y B H RN > IR Bt 995 %t
i

Y
&N
o
oLu
Ou
(OS]
N
[e]
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FORE A P RE R~ R 27

-
PRE Y AR ZE 2 L AR GERERRD) o MmN AThR 2 8 o F Jfgﬂ_g
&L g R ERE R AL o 5 B i) B ﬁ#+%wﬁﬁﬁﬁﬂ%’e &R
1??2&%@®@#%r
(1) 6@ SEaid g b ez 4 2 4
i¥] @ L (Back Propagation Neural Network, BPN) #f#¢ 5 g i3 B £ 4
‘“:%‘?” R AP A GRREY Y BRE A H - Bo R I8 G
o o B EEA SRR kA R E A1 TEcdpE2 | (the gradient
steepest descent method ) =@ 4 - %?%%ﬂﬁﬂz%u—ﬁiw&ﬂUiﬂ
fLod RSB 2 R TR A g Sl R TR B2
DR R AR BN e F R & %i&éaﬁv%iﬁ?ﬁ o MR B S AR S

-F_I.?» \m,§ 33 :};__&x Klz:;b%’»ﬂ JL‘}@Q %J)\‘fr.%l ' F“} £ A X )Il ﬁ?’"' , 1
|2

AR SRR RT R ITE R Sl o H R AR 6 T o

Input Hidden Outpuat

by er layer lay et
\' —
\) pr—
\ —_—

"y Wy,
0, o,

B 6 i) i ih e i 2 1)
(F4 %A : Jiawei, 2001)

B PRI R XS (KXo x) BTG K F R LT AF
i A wy AR ASE A BlH - R enE A0 e (weight)
;é-é] S gy A iR AT L
1.@?]»% :wyula%\»_%f&&%év’vﬁ%] SHc HAECLH Afp R A w0 TR
MM T (X)) =X
2UERK P R R ATEE A T B A ALE KD E A
S vkw > @ ¥ 254 trail-and-error ehiB ARk k% H B Hicp ;4
) bR R Sl R T U - B R 0 4 TR
3 L o
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3.4 :'Hé] DR I'I%ER?}%&%ﬁvﬁ;iﬂi%ﬁit’E@_E B P REPEEA T v
ﬁﬁ#w%
(2 ) B @R g Y A2 5

R *%F%ﬁ REEYRELS SA et s R w (S K = BiEAR

\ﬂ' —Ei

=

A 3i Y=

1.4 41  f# £ (initialize the weight )
e pr g € A4 A 1Y = () ENES B Ao A 31 ] 1 24-05 3] 05 e
BomiE Bw Fé&i::’”ﬁ - BikmZE (bias) » kA Rl S S L ) o 5]
" o

2. W 18 #&,ﬁ%] »~ (Propagate the input forward )
B R 2 %] VR T M ;u'rﬁ'}iﬁia?]/\frﬁ%] doe A d TR
L AN 'rj £ o *ﬁ% RendE ~ j a3 o vm%] i‘i“‘*ﬁﬁs?]/\ » 7%
?’POJ.—IJ. ) FR 1S M;%/%]‘fr'ﬁh P,/%]m-la- BEH <2 ,1@1)\;} Hbg r chi e &
PE BT oA RS- BAIMN S @J»Em (ISR i X gh Y

#wcE = f[#%zk;uii Arie g o

/

P10

Welghrs

Inputs Welghted sum Activation Tunetion

B 7 Z2:PA G T
(F AL &k Jiawei, 2001)

‘b’%?‘ﬁfv’ﬂﬁi%/\ﬁf;ﬁ’r’{—‘ Rk (NELEE2Z <) &7 2) ’arﬁi;]
SRR EY FEE RS REEY: B S S R
T @]%%&mgr Bad— Bheflfr L4t HZL0  ZRHE LT RIE
(threshold) » * Mz H ~ i o H2E 8 W4T o

h=ZNﬂ+%

B Sl S A R AR S I e R D ok
Lﬁfu J mﬁﬂ)\ Ij ’ ﬂ]ﬁm]mﬁ%jzoj%—[;\g_],% .
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FORLEE e X B e~ 6 R eAL 2 AT

OJ' = 1-|-
l+e !
P T M S S E] 40 0 ) 1 2 B enfio ) B A i e
&2 P oo
3. 15 @yf:E % (backpropagate the error)

FHLATRE R L A F P IpRlaiEl - £ w8 BLEL o Jr%“ﬁg,l
%]E;L‘J f:iiiEl’l’j‘aﬂ:
Err, =0,(1-0,)(T, -0,
B O 8E ~ e R E o 5 T L AN e wiF ol o
dom BFAE~ ] gL BHdeT
Err, =0,(1-0,)>_Errw,

k

B

ﬂﬁ’Wm{ﬁﬂT—ﬁ$%ﬁﬁ%kﬂE%j%§ﬁ%€’Brm H A
Kedefd o I RE el L ER L AT F P B x » L d T N A7
Aw; = ()Err0;

Wy = W + AW,

2o Aw, B w, e e (5) 547 il £ 8 ¥ F (learning rate) > i
FE2 03 1 2Fahyice  FYFTELIE AR FDhHINE]
(~ ,\]Jt,{’}gna A e > AP A EfR) > T 94%‘.\;}5 S A N S
4ok By 5 ox ’J"F’Jé”ﬁi%g’J‘/ﬁ\{&"‘*J ﬁﬂtm#}%j’mﬁé
Joarr RIEEHRERT RS U B9t A $ A THRELFE
% (iteration) =t#Hc- HE T d TN FT

A@; = (1)Err,

0,=0,+A0,

FHEBREZI T Z BiEE - W DI

(1) - sgporg en™idgnpc) o g Ry R

(2) # - FH A FEL S A A [ EBRE -

(3) AZWE Ly LA M= e -

T o~ g ASE R A DS siar 4p M TR
7 M IDS 3f ¢ % % &JTE (preprocessor) - P F ¥ Ak d g al G f 4R

(S AL LT IR LANSLE S E é ;\. AP T RPN R 1 I .,wi&'%*"*r.sb 2 f8E ek -
RoeqpB 2 2 bl T g (1) MplwEZ cfI* P RwH 22 L5t
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A igipdte fdte AWREAR  (2) AR I EEARR SN B R 2
i B id b2 ie s (3) PR E I A Hx g ;U-*f;ﬁf B L Hp B
?-i_ LA P2~ RERZE & (dosensor) » 304 A R gL 5 LT Res B

BRI S Ep o
("‘ ) -] ‘/ﬁ’:?rié’ ""i)?@l”-_ﬁ
Charitakis (2003) # ! z_“Early Filtering (EF) 73 2 8% & BV ankit o &
- PB4 4t3t e 4 gp(header )i 7 g S 7 A F B 44+ E % (payload)
—‘ﬁ TAF R 5 FFEE* “Locality Buffer (LB) Pendt e g AL B
’fJ’H e %@t‘r - g,\m*}.]v}é B ¥ X 4~—m | e4t @ g: ¢ 2 %%‘g IR [ = e
—FFEEF e 2w Bt R E 2% (ki PP HRAH8%) 0 A e LB -
e i% P i F] 20%2. pxa e o AR o EF B F L4 0 H oy 2 FLFE 0 F) rule
based % = 42 *4]> £ H rule #c® EiEH 4> H EF szt £ PR E ”Ké], PR
LB #8 4 ge gz * Je it B"r/{)‘L P P RT /T VA o s 2R R
2P R TR ET Rt e 2 BRE RS FIR ET 2 H A D
B Lot LB R TQ AEFEET R E R EREN LY - BiE
BIE T 2 RE -

Damiano (2005) #t4& d! <7 Poseidon & FAEC R % ] ~ 5 % s> A3 PAYL
2o~ BRI L 4 b SOM (1-layer, unsupervised) fai 3@ 205 % & 5
Bk A PAYL i bz (i d 58.8% # < 4 73.2% F L[ F % ] 1%
fﬁaﬁé}? SOM #-3] 3" 2 4 * attack free 22 FALE (72190 > 7 2 12 T4

SOM #-7] » % 3" T #c s 2,444591 ¥ > &7 iv &2 4 over-fitting 2 B
pUoh B ER Sk R A4 4 service A B 0 2 A2 & 3E service Vit il % %
xi8 H X o
<_>%M§wﬁﬁaﬂ$
Sergei % 4 % 2000 & 4 412 2P| %:¥F % SNORTRAN? » i % Snort 2. ¢ %
= 5t >4 * benchmarking setwise algorlthms #-F A Snort 2 rule ?H#;i_ FTHLL
HBFHLFEEL TR Fo 8B %7K 133 332 % 22 (1 800 A
%ﬁ];x+ i+ ) o R gL B TR :L+,§ S ISP B - ‘,yb\«%ﬁ,ﬂjz‘;ﬁﬂ}#\z, BT

2 i—ﬁg,%ﬂjﬁxﬁr}ﬂ_ﬁff R o

(- ) PRALDEAREE

DRI f;;ﬁa\ A B RFE AT A Rp BRI E § ?\.:L i
(Load Balance) » % & ehi®% Af REE o E ) R Glgablt Sk gk ek s FRF oA
B2f T ﬁ)}ﬁ;kﬁg (Switch) - % (Router) ~ {83 pdl B2 5 ¢ & gd?
H~ (SMP) ~ £ & PIRE (Cluster) *w:f' e z)z»?/%’;éﬁ;‘é ESE A

‘—1

;\34

Bl
fk
3

32
#F2

e’%
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FORLEE e X B e~ 6 R eAL 2 AT

A7 % o Kruegel * 4 12 Snort & » R R] )k sz § 2 8 A RTE R R
B A ATRIR S T R R P R R 2 (statefulness) PR EFES R A
z_ stateless e # A fy » P L L RREIIET mu«;\ it 4 o Gupta & 4 (2001) 2
FrIaa? RIS fAeRk ez dte o220 8 ﬁr‘ A FE 23 e B

AR R ELR 2RI HRR T RER A e o A R E 2
W T BATR R A ARG BT RBRARIIETY RS~ B kA
2B AR L4 (scalability) - His 2R AFE A2 AL
S A R o

AL RIEFET RS QR RN A A RO IR R EE &
Rl a 3R F 2 5 BEMBEER (AR =@ 28 %2 284 Fvsk@B L E
Fof g & o

(w.

FFPIPrFERE

TR e L EEAMEEMPIHGY > A Y Eu Snort % 1‘#;% A A
‘] 4’&?@1@ $T o d A Snort ;Qg:?] TCP ~IP~ UDP ~ ICMP % » f&3d 305 2>
* libpcap 03¢ EARB~dte o S 2 R BfEPT 2 TR S EE E D L AR R
{s ’iq‘ EMET W /Hal?zz\if #. &g (header) 7 RTN % A& %8 (body) 7 OTN
B g B $ 0 4o IR header 2 body s fiiaes & > W g s R E ot EE ko
Jszrfn Foe R 2 TR o L EHET U fE RTIN e %w;- wﬁﬂfuw
AR h% - B o dedka LT /;iiﬁﬁ;‘)a"f@%’“ ¥ ehite o IV kRt At e
F BV =t B s TR A AT R v 4 Snort 2.X Gk g Hofi- 2 k2 fie? RTN
Wlta e r B At A AR T AW GBI SRR 9 R e
W AP BRI BT RERR R E > kB2 e SO FRIBASHE
2+ FEZF *h > 727 Snort p\ Lé:’v’vBoyer Moore 4 %fiF & & & {71 o ﬁﬁﬁﬁlﬁﬁim
PRt E LEE A M E > ¥ LG s s g EvalHeader (1 8.5% ) % CheckSrclPNotEq
(6.7%) = i 5% m*!cmww ?f“Snort Efpehd v E R AP RRdte RO
R RIEER T E RIS R ER ol FIERIRT R PR R 7T o N
AN AT 2 #7‘7]?]
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ATy a2 & Ao rule based #f ]2 48 AJZAZA 0 {1 DR AF AN
= (pre-classifier) » LHHite 2FEFE R TTEBE AL 2 RAHLER
WL FTendte TP R PLe GRISIE RIS - FREUREFA 5 s B A
HE o UEE RS PREP S IR R LGS L B EF T E 2
PR H R AF AN BRI GRS DG HP F e B IFRE e

B3 SRR R4 hiFA) 0« F R & pattern 2 rule 9
P R RE > @ R MR T m L g R R 2 f#'&r@ 8 ¥ o

3 LR HE

H & PRI

#e AR
wELNE

ite RERE
B R R %

P SRR

AFE g A1 1 KDD-Cup’99 TR B S cn™ 38 RS2 75 o & 97

FARME A S 2 T RS R TR ROR - FRAERRIE 0 % RO
DT

(- ) KDD R %7 # &
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PR e § B e~ R 2 ]

KDD-Cup’99 #_d Jir 4 1 § Fotk ¥ F % 330 1998 # #r # DARPA » i%
WRIFHE L FREY FLFRES 42 BRI (attribute, AF) 0 Buks

R AT ATE S T A RSN FLEpm ATy ¢ oo & gmg\;m{g% pE R
1 10%hEHE (. ]49?!7 1) TR ITRGE o F]u KDD-Cup’99 FAL 7 4R %
LRAPIRETR KR A F 0T i%ﬁ£2¢4;59ﬁ4zw%wﬂﬁygﬁé
Hie 2 2T AR E R (Time-Based) ~ i # (Host-Based )
FR24te P FEBRROMETUNOV LY - Bt EFET AL BAERS
B B3R o

KDD-Cup’99 Tl f #-F L4 5 7 45 % > * Normal : & ¥ 741 ; U2R (User
toRoot) : & #%%ﬂ%gﬁﬁﬁw ; R2L (Remote to Local ) : i=3sc# = 5 ; DOS
( Denial of Service) : re%rsc# ; PRB (Probing) : @ iplss#fs - "ﬁ% Normal #}
FEFREEG b e (P 2)

%4 2 E* 10%z KDD-Cup’99 7k £

55 +8pn (i F L) i IS S
Normal 95,278 (19.3%)
U2R Buffer_overflow, loadmodule, multihop, perl, rootkit 59 (0.01%)

R2L ftp_write, guess_passwd, imap, phf, spy, warezclient, warezmaster |1,119 (0.23% )
DOS Back, land, Neptune, pod, smurf, teardrop 391,458 (79.5% )
PRB Ipsweep, nmap, portsweep, satan 4,107 (0.83%)

(F"}lj\//h"l ﬂ\ﬁﬂ & )

A ik KDD-Cup’99 L B #t3% # 2 kddcup.data_10_percent i3 3"
# & ~ kddcup.newtestdata_10_percent (corrected ) % 3 a4k & o 5 EHE 1 o
A KA BHRADTREESY AP EETBER LTI FLOTR S B
training_50k_hbbf 2label.dat 2 test 50k _hbbf 2label.dat & B % % & ' % P&
Bk TR R G 366 o AR T RO PR ¢
KPR ¥ L flau Augr i B (SYM) ~ i @i e (PNN)
ﬂ%%@ﬁm(%ﬁ)iﬁﬁo

23 r»EERFRLEPN

o o) 1 & L hE
2 & & | training_50k_hbbf 2label.dat 50,000 1.189 KB
Bl 3tk A | test_50k_hbbf 2label.dat 50,000 | 1.187 KB

(FHR &R : A7 D)
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(=) &%EE

Snort & £ Ep ¥4 % rule-based = jE o H G T a0 v
B-tTree e ;8 k & = #r3 ehrule s & #-* rule tree fg%;é R > FEE P
PARBBB 4 (o3 - B hrule tree it 7 v ¥ ena iTe A F B 2 Microsoft
Visual Studio .NET 2003 F¥ % #r %8 2 ficki 4t e 2 Henim 5 > B¢ * B-Tree
2 e (TenZ4E o @ 3 B2t R Snort (7 5 e AR ERER Y hfE N T RS
=% KDD-Cup’99 F #* %mﬁﬂ% I =N e S L Wl o *%@1 4 ’%ﬁﬂ Snort
e RSSO Ry o VU Bt ﬁ@“" 2 fé&#k\;?ﬂ?mﬁi*r.’ IR U
— A AT 2 PRI A AR BEY e E AR RRF R
PER 2 AR 2 T 3T o BERBRIETRB 2 AR I S Bk A0k 45567
5 /9o

24 TroEAMEE (AFgER)

(R % % | Microsoft Windows XP Professional SP2

® 4 & 1 ® | AMD K7 3600+

B3 B %  DDR-400 1G

Yz # | Hitachi 160G

a 15 4= | Asus A7TN8X v2.0

e B2 + | Intel 82559 Management

F o B & x| MySQL 2.6.0-pl2
w 2 | Microsoft Visual Studio .NET 2003

(FH KR AFFYHER)

%5 iR e@A4ecte (RSES2) ¥k (2473 FIL)

i# * #it % | Rough Set Exploration System ver 2.2.1 (RSES2)

g #c | Calculate reducts Rules = Genetic algorithm (High speed )

21 % 2 | 50000, rses_training_50k_hbbf 2label.dat

Bl F ) % | 50,000, rses_test 50k _hbbf 2label.dat

(FH &R A8 F @)
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% 6

R T S B R~ R RDRE 2 g

A ZPgtl (LIbSVM) $dick 2 (2473 F2

)

CNE A T |

LibSVM 2.8

% #

C-SVC, Radial Basis, cost =1

2R A

50,000, svm_training_50k_hbbf 2label.dat

A S

50,000, svm_test 50k _hbbf_2label.dat

(FH KR D A HFIR)

27 HA el (QNet) $#K T (A7 BT )

i * 48 | QNet V2K build 721

Layer:4, Input:9, Layerl:5, Layer2:2, Output:1, Sigmoid
Max Iterations:10000

Learn Rate Control:10001

AutoSave Rate:500

Screen Update Rate:5

Learn Rate (ETA) :0.007000

Momentum (Alpha) :0.8

FAST-Prop Coefficient:0.000000

Training Patterns used per Weight Update:400
Toerance:0.000000

Quit at Training RMS Error:0.000000
Reset/Initialize Network Weights : True

21k & | 50000, nn_training_50k_hbbf_2label.dat

BlzE R & | 50000, nn_test 50k _hbbf 2label.dat

(FH KR AT HER)

B 9 ONet zg4d i 4§ B
(F4L %k © QNet)
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B SR HERE S A
~ R R

GoAvid At e bS] 2 'F’*E"%}iﬁ* Snort 28 ¢ |3 & RJL 4t ¢ A2 5
4% PRE RS0 e o % SRR R A RE TR R % 2 e
W OEAA R E s B LI A e R BRI 2 AN
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45,097/50,000, 90.194%  MSE = 0.09806

iEFEwg 1m25s9 Squared correlation
FP=12.03% ; FN=0.6% coefficient = 0.581227

463,52/50,000, 92.704%

A SRR 1s2
FP=8.79%, FN=1.1%

46,433/50,000, 92.867%
HE g ERSG 2m18s8 Coverage=0.974
FP=0.181% ; FN=26.2%

39,463/50,000=78.926%
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FP=0.129% ; FN=13.394%

WA o (1) FP: false positive; (2) FN: false negative ( F4t kih @ /73 FEIL)

202



%29 2% ite AL BN AR

’\(l;:' Attack | Normal P Ep classified func. : func. : T<')tal
dataset packet EvalOpts | mSearch | Time
1 25,000 0 25,000 | 2,125 1,675 1,450 7,750 13,000
2 22,500 2,500 25,000 | 2,125 1,675 1,450 7,750 13,000
3 20,000 5,000 25000 2,125 1,675 1,450 7,750 13,000
4 17,500 7,500 25,000 | 2,125 1,675 1,450 7,750 13,000
5 15,000 10,000 25,000 | 2,125 1,675 1,450 7,750 13,000
6 12,500 | 12,500 | 25,000 | 2,125 1,675 1,450 7,750 13,000
7 10,000 15,000 25,000 | 2,125 1,675 1,450 7,750 13,000
8 7,500 17,500 | 25,000 | 2,125 1,675 1,450 7,750 13,000
9 5,000 20,000 25,000 | 2,125 1,675 1,450 7,750 13,000
10 2,500 22,500 | 25,000 | 2,125 1,675 1,450 7,750 13,000
11 0 25,000 | 25,000 | 2,125 1,675 1,450 7,750 13,000
(FH KR : AL RER)
210 @ 3w LEELHEHNTER
No. .
of Attack | Normal TP Ep classified func. : func : T9tal
dataset packet EvalOpts | mSearch | Time
1 25,000 0 24,929.25 0 24,929.25 | 1,445.8965 | 7,728.07 | 9,173.96
2 22,500 | 2,500 | 22,436.325 | 31.275 | 22467.6 | 1,303.1208 | 6,964.96 | 8,268.08
3 20,000 | 5,000 19,943.4 62.55 | 20,005.95 | 1,160.3451 | 6,201.84 | 7,362.19
4 17,500 | 7,500 | 17,450.475 | 93.825 | 17,544.3 | 1,017.5694 | 5,438.73 | 6,456.30
5 15,000 | 10,000 | 14,957.55 125.1 | 15,082.65 | 874.7937 | 4,675.62 | 5,550.42
6 12,500 | 12,500 | 12,464.625 | 156.375 | 12,621 732.018 3,912.51 | 4,644.53
7 10,000 | 15,000 9,971.7 187.65 | 10,159.35 | 589.2423 | 3,149.40 | 3,738.64
8 7,500 | 17,500 | 7,478.775 | 218.925 | 7,697.7 | 446.4666 | 2,386.29 | 2,832.75
9 5,000 | 20,000 4985.85 250.2 5236.05 303.6909 1623.18 | 1926.87
10 2,500 | 22,500 | 2492.925 | 281.475| 2774.4 160.9152 860.06 | 1020.98
11 0 25,000 0 312.75 312.75 18.1395 96.95 115.09

(FH &R : AmF D)
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