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Abstract

Researchers from different nations indicate that the R.O.C. is falling into the
Ukrainian style crisis, and CCP is trying to duplicate the Russian experience in the
successful annexation of Crimea, an invisible invasion by its information operations(10).
In addition, Adm. LI, HSI-MING, the former chief of staffs had set up a wartime
organization, “IO center”, during the Han Kuang 35™ Exercise, integrating intelligence,
electronic warfare, strategy, military deception, public affairs, psychological operations,
military security, special operations, and strategic communication; and this kind of
capability integration seemed like the IO mechanism of the United States military. All
above forming the author’s motivations for this research. This research investigates three
critical issues: 1.The arrangement and mechanism design of the U.S. military 1O and the
thorough conecpts. 2. Looking into the heart zone of the PLA 10, and the capabilities for
the Strategic Support Force operating it. 3. To evaluate whether our current IO mechanism
and unit capabilities enough for countering the threats from PLA IO.

For better development of IO mechanism in R.O.C., this research takes U.S. armed
forces and PLA IO as a reference, knowing our enemy, or even learning from them. By
analyzing U.S. and PLA IO institutuonal evolutions and their current status, this paper
exams the R.O.C. armed force 10 capabilities under current joint operations mechanism
and adopts SWOT analysis to develop proper strategies for the development and
integration of the IO mechanism of the R.O.C. armed forces. There are three important
findings in this research: 1. The importance of the psychological operations in the IO
mechanism is heavily underestimated, it requires full integration among information,
communication, electronics, and psychological operations for a complete IO mechanism.
2. The R.O.C. armed forces are lacking the concept of “information environment” which
is critical for national security and relies on constant managing during peacetime. 3. The
IO mechanism in the R.O.C. armed forces remain to be developed and improvements
must be made to refrain the negative influence from parochialism.

Key Words: Information Operations, Psychological Operations, Integration.
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HefE 2 R AR (process) - TS # & fp a4 & £ A ERIER A PR SE BT
JFEE e S iR - DAHRRERIPAE -
e E4EJoint Interagency Coordination Group, JIACG)
SRR - SCHPIGEEA MK E R R 2 23K
SHES > TS e i A OB AP Z [ > BR T B L A BT
IV 2 A ERERA B - FRBUFAES R B TR
B R R HE T AE T B - o TR LR R B BE RS TS
HEAINE ~ B - OB E SRS R BT REIRRZ - PRI - B
TEERAVET BT T - IR RS B & Toh A AE AR B A ~ L
HPRR RIS > DUKSRE . —8 -
/NFEEEFS(Public Affairs, PA)
FHE N FE RS MFECEAIP3-61 L E 5 T =B AT B &
(Barack Obama)ffy—Jf#&E » P T &R A5 110 A B g

BAMIPR B YB3 00 - PR IR 2 2 706 S {# (proapganda) i1

1]

"L Joint Chiefs of Staff, “Strategic Communication Joint Integrating Concept,” October 7, 2009, p. iii.

72 Joint Chiefs of Staff, “Interorganizational Cooperation,” October 18, 2017, p. GL-8.
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BRI REIRAESE - TR TR B R RTIEE M » [FIRF (R T35
BEFA I EHEE > PREE B ST B DR AL E BN
AL - BEREREIR 2 » 5940 » AEaz B AR A 2R
BEEMGIEEENZES A AHLEFEE VHZEEMH ESHIHIE - £5E -
BRI AL BN ~ H & HASHENE N - & ek > AL
A B AEE Y SRR M T i eE o DA R o
(deconflict) - ™
PU - EE{EB(Civil-Military Operations, CMO)
i = HE A FRCE RITP3-5 TRl » BE RRAFRRAY DN RE AL A B PR AT 55
BRSO & st B AR P N B TR AT ~ 4 ~ s B U B St
& B Bli4H 4% (indigenous popupations and institutions){J[H % » 132 £:78)
HY &% fix B AYAE S @ T~ PR 15 B0 4E £F 13 & 7Y {F §k 38 5% (operational
enviroment) o T {EEFRIERRAERI T - Rl B RAEER R E E
B RAFAVECE - il a] DRI E IR R AV ERTUEIRE 2 - I
H i Bh& Rk 25 2 el & by B 27 7 (target audience) © ™
1~ #EES{EEK(Cyberspace Operations, CO)

A VREHT B Ry BRI 4ERE {EE(Computer Network Operations, CNO) » 1
FHEIHEFREEEAPI-12E & F - HpsFEEI RS T =B H S
[ ~ B AR B RSB AP T ARG T - T T SR E RSB R o FI S
- QR FER R S T BB S it B H th )& 2 Bk ~ 4eis BLimEt
A& ~ BB Z e B T R B S iR TR B - RS (R 7 B s RS

3 Joint Chiefs of Staff, “Joint Publication 3-61: Public Affairs,” August 19, 2016, p. I-1.

7 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. II-7.

S Joint Chiefs of Staff, “Joint Publication 3-57: Civil-Military Operations,” July 9, 2018, p. viii.
6 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. II-7.

" Joint Chiefs of Staff, “Joint Publication 3-12: Cyberspace Operations,” June 8, 2018, p. II-7.
27



R 2 P HC A e 2 B AE T AR S B A (o115 F AR 4R ~ B afis(foil:
DR EE SO SR8 I (B0 A4S - 2 22 AR A = (B I T
B BB STEER AR - 7

& 2N FE (R (Information Assurance, TA)

BEIERE S A A R ECER - (HAE2015426 H 9 H IHATHY 2k R I
T H ARV REIH T » AL AN S NN 2B 225
& (Cyber Security Inspection Program) - & 3 /£ &% ik % (Information
Operation conditions) ~ { B Z5 (& B 2% (Incident Handling Program)
AR 11 (Network Suspensions)FEEHIANZ - #VE B ERNZ 2T IE
HRA - P54 FEEEREECEA PRS- EEREECR BT P EUE B2
(Information Superiority)/ 2021 » & FEEE R IEHE E FRE &N L2
RE TP HE T R R it 5 8 LA R CR SR A e - S A REHE TR
BERUE T HIEAE Ky > CMIAEZ S e - Bk CR 122 i s
2(J6) A 5 B A B 1T & S (R 2 1pal - SR Rl E
bR N B R E IR N e - E sl R0 -
KZE{EEL(Space Operations, SO)

FEER201912 H 20 H B 1T T 55 /S Al »+ K225 (USS Space Force) » #
TSR A S B R A S R L - AE S E IR G R RERITP3- 14
e > RZELRPEERUESUASREST - SEIP3- 13 g - RRZE
RE I EE G AT SRR BE S0 I R BB Y B T - R ZE (R K
ZEENR R ~ B (HAE -~ TOETEE - IRETERIE - AR DU L

8 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. 11-9.

™ Joint Chiefs of Staff, “Chiarman of the joint chiefs of staff instruction: Information Assurance (IA) and
support to computer network defense (CND),” Jun 9, 2015, p. ii.

8 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. II-9.

81 Joint Chiefs of Staff, “Joint Publication 3-14: Space Operations,” April 10, 2018, p. 11-9.
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RZE R WA ENL ~ BRI R  EohRE AR BRI FR > ] R -
FiE R ZE FIEL S NSRBI ML E R e flry AL -
BN EERIERER Ty R « i R ZE R AR ATS - B - {8 - iEEREERE
TR L - FFERER N3RS B P IR S - f5HEE
HBETFRSHEERE - SRV ERT -
AN T /EE (Military Information Support Operations, MISO)

Wiy ol B SR R S PR AR 2 A1 & By O B /R B (Psychological Operations,
PSYOP) » {FEEHEBEEECERIP3- 1315, » HEE R IBIEHEEE
e ZIETEF Ry A S 2 R AR B B AR R U BT S A2 At
AT RY ~ Bt - FERERINR AR RN B ~ 4048 - BHG) 2 (8 ALE
TRy EEANE - FEMNRE N ER TN SR FRG T RIS TR
BATEh > WRREEEE T - KT B ILEE R E R BN S - P
G FREAITITE A - FER R RN - #5272 B KA EUSH]
(Catherine A. Theohary) » 1F HAZt4a Bl Gy S P Ei5 T HE A%
TEEE BN ERAIZ 0 ) > LB T B AR R PR & AR R R R
EHIRA % -

i (Intelligence)

R ERFR RIS - T A HECRYE ) BERE
EEE DR E AR MY VB EE RS AR SR E S R AP 3-
13 fEHY  FEE & HRRE D HVet 2 AR | 5% ) iRt E
N Rty 11 & SR R DR & SR AU (B0 4 s 7 5
HE) - (LA FIRESE B E 0 A B R AT 2 T Ry - %

8 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. 11-9.
8 Tbid., p. 11-9.

8 Catherine Theohary, op. cit., p. 1.

8 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. 1I-10.
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HE i #(Military Deception, MILDEC)
e AR - RGO R s i B SR - T ERA S
HSEERIRTR  MAESSER S FRCERIIP3.13. 4t 55 » B EHEE 5
EANERAYE T —TERE ) WRRIEAARRARE D E DI e & > DLz
SCRAEHE RS < HAY  ARES LGSR - B so By R &Y
AR -
{EBR 274> (Operations Security)
SEH(FEZE = IRESIR DN TR B PRI 2e 4 (EEH RS R
AERUIP3-13. 30 » PRRIZ 4 AR ~ e B ORad BRI et >
s 1] BE BT T R R SR F R s 2209178 - AR E R &R AT BE
WS - rEfER e e H R E A - e EEER
PPLL e TR R IR > WEEE RT LR
R i EEL (Special Technical Operations, STO)
ETERE ST E IR LAl - AR EE ] BhaR HIERYAERI A 2 S aiity
Ry SRR AR RSO AU R AV E L S S &S F R i Y =
B A B R B B AR A< S VR R R AT (R TR AR 0
PRI — T 1999 Y SE R UH Sl e i A e 1 kB ffo (R RIAE BE BT
FE 2 B AR OT - & — T T B 1 Y & R (offensive information
warfare) o &
Tt & B HIAFRL R B (Joint Electromagnetic Spectrum Operations,

JEMSO)

8 Joint Chiefs of Staff, “Joint Publication 3-13.4: Military Deception,” January 26, 2012, p. ix.
87 Joint Chiefs of Staff, “Joint Publication 3-13.3: Operations Security,” January 6, 2016, p. ix.
8 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. II-12.
8 William M. Arkin, “Phreaking Hacktivists,” washintonpost.com, Janunary 18, 1999, <

https://www.washingtonpost.com/wp-srv/national/dotmil/arkin011899.htm>.(Accessed:11/2/2020)
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ok BB IE R {F Bk ) % 1Bk (Electronic Warfare, EW)EHERE S5

B /EEK (Electromagnetic Spectrum Management Operations, JESMO)
W {EE Sy > FRIE A E R A (FEE AITP6-01 FIRGIL - T & R RAVERLIE
By 5 1F 3 HU Z&E W4 {F ¥k B8 B2 § (Electromagnetic Operational
Environment, EMOE) () ¥ Jji 81 (& 2% - 3 f# Jt & W + #
(electromagnetic interference) 2 fRH = 7l & 1 B & S AE R 2L R
JP3-13 Al 5 Y - P A & = AH BE AY (F %5 &0 () 98 3B # 4R 55
(Electromagnetic Spectrum, EMS)ACHETT » 1Ml & EEHAREFE A2
T AR FRR SR & N AR R IRE ) 5 S4h - & BB
SRR & SR B R RS 451 B BB RS T
PREAETEE < ¥
+pU -~ BHERSEE A X5 (Key Leader Engagement, KLE)
BRSSO E SR AR SR E T EEeE T - INEE1L
REAGRE o RIBEEB S FEEEAIP3-13 » BREE \SOPEEH
T B R AE 5 e E 1% BN <2 Sk e AR SR B 8 » T H EVAE
WiEE BN ENEREAEZENIIAY) - B R R E L
DI R &P ERER R fat B Ry B » IEEEYSS P AT RE R &L
TRIFRGRE ~ RERR (civil affairs) 802 BRI FEGREACEI TR S
L ER PSS EERIT » SCRFITAER- 2o - 2

IR P IP)

SSEEHERY 20145 R o TR SR E B RIlE T e 14XH B AR AE D - (HA IR

% Joint Chiefs of Staff, “Joint Publication 6-01: Joint Electromagnetic Spectrum Management
Operations,” March 20, 2012, p. vii.
%1 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. II-12.

2 Tbid., p. II-14.
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—BRMARLEAILL - FHE b 2012 ANBET Z Al » S RE I & By T ROLEETT |
(core capabilities)& " FHREEE /7 | (related capabilities) » B E2012638HIB5T% » /5
ARERA Z 14T A AERARE ST A BRI - 1 T B00RE T ) B SR —DF i 5 T 1
BARETS] o FFERRNARREA - B AT EdE AT/ 4 & s R B A S AR B AE T B B
BaZAE PR o " BRI R AR I Y T AE (ownership) » [TTEAF £
RE TR R B TR B AR B AT S AR | PRI RUR mTHERT - SEE UL E
SRR IRRA-F-& R IRy T 8 | - FERIEHETE R FEC IR - R Raa
"ROOEETT ) BRI E S S AR R R E AR TEIRG TR OEE ST
Ry TR FE > NEEEARRINERIAEHEE R T #aes ) /EE - &8
of TR RE S PSRRI FTE L BE T o RS T E R R AT & | - Piik
TRRCIC SR EBE T E2-19 - SEEHUFEY MR E - NME R &R EREAE T
FrikiE 2 (AR -

5391 - FEIEE ER PR & Hr(Carmine Cicalese) £ H S E T » ARRE T iE(E+
ar] B KAV bR - MEd R S A B ReE | fe i B B R N 2 IRAVR B % M B
s BT R IRAN A 5 - [RII X RE SR A M RE A B R Ry A R REZR T
SN E AR S8 R | - PHinEER T TR R ulRE R AT AR B TE A A
i 0 WIS T A 2 B - LR IR TRLOEE T ) ZEIEREAERRE ISR
BRECE A E B 23 2RE - B EE A RE TR E i A4 EIVERT -

% FE 2006 FERRAERIG o & IHAE L0 HE ST (core capabilities) 2.0 B {F EK(PSYOP) ~ H H iy
(MILDEC) ~ {E#% 4 (OPSEC) - & ¥ EK(EW) DL 5z 25 B 44 15 {F B (CNO) & [fii A5 BF BE 77 (related
capabilities){ A A LR (PA) ~ B ERIFEN(CMO) DR E5 57 F5 3 45032 (defense support to public
diplomacy)Z 3 IF °

% Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. II-5. (JE3Z %:10
is not about ownership of individual capabilities but rather the use of those capabilities as force
multipliers to create a desired effect. There are many military capabilities that contribute to 10 and
should be taken into consideration during the planning process.)

% Tbid., p. II-5.

% Carmine Cicalese, “Redefining Information Operations” , Joint Forces Quaterly, Vol. 69, 2

quarter, 2013, pp. 109-112.
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SN FRARM A f AL E

TEEHRE S FRER A0 - BAEERAE I BRI Taeim ¥
5391 - FHEEIGEAE201 T IERY (EIR5HE3600.015%f524 ) (Department of Defense
Directive 3600.01) 3 {f:th Rl " EERMHRBHRE TR TR S A > A ~ $ERL ~ BY
SRR AR ) > 05340 Wy STt 5 T 5 TR R R A
(coordinate) D 7 £ 2 ffy 2€ {L (deconfliction) 2 H /Y > L& 18 8 JJ % (L &5 (force
multiplier) {YRER - 35 > Ft DATE 18 S s REBRAT R EE M SO PR B - & aiae
[Bl AE A RS S B I RE (LR T A Bl it (SREE NP BT il 2 B (F 2001
20104 2 LERIFRRES) L&A R - & 201294 H30H 3847 - £
B s e G B A RREL L B RV AHER M R ) NIRRT SR T &
s FEREL R BEAT(FER T B = 2 | T B R AV FERF B A e _EAHEIE |- & aRE
B E R M 2/ ESRE A 2 T BT RECE EE FIIOL " B R A 2
R MERZ i ) FSEMETBIRNGE IS RS » ORI AT DA > EH
R GAE20124E 11 H R EE 120065 LUK W (E5T &R FEER Wiz ra 583 ' 177
e B RS ) VEEEE - R E Ll BRI - EEHRREE I nY A R (R E AR
A > TN el AT 2 ) 25 R AH BRI RE T R M S~ BURFERPI LA RIEZ RETT > I
H ¢ 7 #F & =I5 BE (information enviroment) §7 7 4k}l . 2 A 1} 38 (inconsistant
messaging) - HEAREH G HNEE - HETEHEE Y E-IR BIRZ 25K > A & HUE
BRI A A - 101

% Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. I-5.

% Department of Defense, “Department of Defense Directive 3600.01,” May 4, 2017, p. 12.

% Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. I-1.

10 Arturo Munoz, U.S. Military Information Operations in Afghanistan: Effectiveness of Psycholo
gical Operations 2001-2010 (Santa Monica, CA: RAND Corporation, 2012), pp. 119-132.

101 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. II-14.
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FERT— B R E B AN ERAERE e Iy - Al DLISER AR PR S e e &5
THE SRR IR B B R 2 [ 5 B e £ B AR (information environment) - HYAE
BPEEES  (HE EaNERE S (e fE R B B A2 A A RS BL B Fr AR E—

S5 B PR TS B B TR FE BRI DA e 28 R
3 Famkg o

FEEBFAFRECERITP3-130 T &R E R A - T UEE - BH - SR E0R K
BETENE N R4 B a8 1% i R B B8 (physical dimention)
&g (informational dimention)EHZY H1lk(cognitive dimention)iE = {EHFHE %I LBl A
{EMELA ~ $HAREE B (E T & 2 M3 GBS SR M (A [E12-2) - E AR RS
JInlgEtEES R BUES I A TS - B R B A M B SRR R ) Z 2K
[ e AE )R e, B R T 52 AR R R B AR RS, AT BRI » A s LR
5 o IOSDUN I S5 2 R R A o

A
BAB DL
=515 BB

LER AN BRRY
: HERHR

2-2 BFIRIBETREE
B HFIZE A : Joint Chiefs of Staff, “Joint Publication 3-13: Information Operations,”
November 20, 2014, p. I-2

12 Thid., p. I-1

108 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. I-3.
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£ 8855 (physical dimension)

ERIA TR HAE R F s HEBE fi(command and control, C2) ~ [
IR DUR AR N Bt 21T 52 B2/ F Bk (influence operations) i T {HIHEHY
ERECHERTAHRC™ =2 LS E A - FEEHE =T
g EI G - i - BISEE 2 BENERY: -

% sk (informational dimension)

EEIECE LB R R LY AF SS I S (R A R R & s e i
B DB ~ REE  GETF ~ RIS 1 AR R A T B
BN RO ED - TE &Ry AEE ISR AR BN BB E
FEl S ~ FIRAVE RN Y - % - FEFEWAHES M
B FE S THYTE) - FHIES SR EA -

—

PLHIE (cognitive dimension)
SO R AN R HR DV RS ARSI, - sy AN R L ts | 3R
PRI R AR I AR S R R FE S T (E A SRR - OO SRR A AR
RE S ERR RIS P VIR F E s B H e & R BRI B ~ E
BHES  EZEM MRS A3F 2T sE et 2 5
AL~ B - FRE ~ B~ BRL KB ETE - B BorslE - Bk

SRRSO » IR ERR IS LR R T iR e
BOIR - A Bt B2 RO R AR T Ry 2 e IR IS S8 M AT

FEHEAVEHIFRE A Pt By T AR P A B A Sy - 1

PR T RER S FEEERIZ S > FE SR R i THIFATP3-13. 1 ch i B a RS

Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. I-3
Mazarr, Michael et al. The Emerging Risk of Virtual Societal Warfare: Social Manipulation in a
Changing Information Environment(Santa Monica, CA: RAND Corporation, 2019), pp. 16-20.

Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. 1-4
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Y =B R R A e F BB - E P E RS IR B e N 7 (content) » (I
AR - NREBES Bl EAVRIZE M (code) - HILIRE ~ Gl ~ -
B ~ EEL  BHLIREE AV RGN ~ (R E e S SRR BRI R IR
(context) > BB B Sy ~ B A4S ALTHYEERGEAIFR2-1) -

&2-1 FIRIBAS KIS R

1258 % Rl
Hie A% (content) IMEHFEEART  LHEHE30
FER - BB SRy
- BAl R B ES
- BRI B
- NERABRHHS
- EARE - EARLENE - F
PR E Bt AHRES BN (ERE
E
&l ZHE(code) - HRE R EIE R E
Ay A RERES
- BIMREEN  BFUREE
mE
- TERFIEBSFERIERES « HASH]
AR5 E
- BIEAH
- (ERIEELEERRE
EASAIE 1515 (context) - BEE AR SIS AV ET
- IEIRIEAVEEHER N KRR SR
- B ERE  flanEs - BE M
RE - RRBS
- ERRLEAE
- R MmESRDIEETE - Bl
EEMAFERERAREXNPNESK
)
EFHFFE - Department of the Army, “Army Techniques Publication 3-13.1: The

Conduct of Information Operations,” October 4, 2018, p. 2-2

FoFRREY TR R0
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AU R ERTRAIARIIR - $HE - PHREHT ERGRE T E ISR S B A

o KSR B R T o 11 LA i — {8 DR SR AR Fy T 17 B LR JE Y G 32 (action-

reaction cycle) » {8 T & EHAY H A (dissemination) ~ EZHH (preess)Ed L (collect)

M EE AN AT - BB E IR TP RYE5 7] > RESasZ BRI RN S BLA »
BB R RV TENEAR JE - Tl & (EEREL B e B B L R IR R IR e T Ay
O R BB EGIAN - NETEAE M TR EIEER (JE2-3) - 1%

7~ N\

RN T L Shek
BROTEBE /( .............................. ‘\ ...........
BEMAE—_ 4
. ShEEReE RIE
Ll 1781 R

B : \

B (EBIE

IE) BEMHE

178

Bl2-3 1TE)-RERREZEFBRTR
F R FE Carmine Cicalese, “Redefining Information Operatlons >, Joint Forces
Quaterly, 2nd quarter, 2013, vol. 69, pp. 109-112.
<https://ndupress.ndu.edu/Portals/68/Documents/jfq/jfq-69/JFQ-69 109-
112_Cicalese.pdf>.

PRI » PR E R TE)-SUE A SRR P IEER R AT T BRI - EalUs DL RGR A

S R Y 4 DU R SR B e A s e B i s R ~ R DR (R & Bk

BEZTRHYRER  REEE— e AR ADRE) ~ B B2 RS - It T
WA FEIHTE R BB 5 fREE(Christopher Paul) > £ H20 18R HYZ(F ot » R LAS{E & 2K

109 Carmine Cicalese, op. cit., pp. 109-112.
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B0 A AR B R (L DR 2 R s (% 7 A T T8 2 MEER (AN 2-4) -

17%h

2-4 FARIBERITERIRETEE
BB - {2248 : Christopher Paul et. al, Improving C2 and Situational Awareness for
Operations in and Through the Information Environment. (Santa Monica, CA:
RAND Corporation, 2018). p. 8.

0 EEFTR - BE R (Physical World){ff5 52 i Az S Ay B B SRS FR 7R
ZHNGE > T2 RAE H H A B #E Rz (Sensor) B 22 (Observation) B2 & (Data) -
BT A3 8 12 Ry H s (Information) > TP & 21 > PUERCRZ AR
ST (Knowledge) - RT3 @l & 5 38 (Synthesis) Z {& AIlHE A SRR Ry (B A2
B (Wisdom) » [ AFTEIRIER N A S AV AL - T TEME LEE =2 RS .
BSHRTATE R AN HE T B f5ER « YT IR SR IR R AR S

110 Christopher Paul et al., Improving C2 and Situational Awareness for Operations in and Through the
Information Environment, op. cit., p. 8.

11 Thid.
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8 AR - FefIe] LA - SRR S A S EE R R T (£ &R
S TS - WENERNFEGETE B TR ZBER - 5990 FEEFEEBLE
AFRCERIAS TR T - $TEHEREE(S (operation assessment)# Ry A [A] - [N RE
SRR R T BT S AP BB RE R T B L3 (IR A A & = Yo L > A
MHEERE T IAE E RIS B A TP YR THY VG - #E o T AE RS A A iy B
s/ 8 NS A By A A EEHaE T 56— B e R & s P Al
ARSI E R (E R BT ~ Pre€ BT HE T LA BT R Z B RRRE ST Bl -
R  BESESHE A ~ (RS IER - 1B B & EHEE (R R PR R ~
SHiE AR ~ EEECR « RZETFEK - BRI - 25 ~ st EARE ¥

oA A TR R R EARRBHRE A - BRI RE « NIRRT ~ R SR ER L
FRERK) o OB MEEEA Y B I 2 IS - EEEIRIERE T e R S
BRI E Ty E N R EIBUN AT Z R

S~ FIRB Y 2 F T

FEwe st PS5 BB R (F B o 2 e EE B2 0 W 18 25— RV BRI RE J0 DL R R iR
Bitg > A — U] SRE AR FEE R AR & AR RE T B S e A& ER
B o BE B R AR B FISS E R FRCE A A T PReT » SRER S FRGEENE
BRI - FES T B F R 5 B w A B RE T R RV R (R T T/ s A EmmaR %
i (integrate) ~ [F]25(synchronize) B2 K[ 2 (deconflict) » A[EI52 BR ARTE_EA3EF%
ZIER - BREA VIR AN FECE (2 S & R e JJHY%E & (integrator) ©

112 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. VI-2
13 ¥ %227 Bric V. Larson 8 A\ 2 ZE H A2 25 /E#R (Influence Operations) > 534H » 5K, : Bric
V. Larson et al., Foundations of Effective Influence Operations: A Framework for Enhancing Army

Capabilities(Santa Monica, CA: RAND Corporation, 2009), p. 3-4.
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B2-5 B tHRAsE I ERREE
E 3B Joint Chiefs of Staff, “Joint Publication 3-13:Information Operations,”
November 20, 2014, p. 1-8

FE B S0 T R AR FE R TR AR AR - S R A R R RE
NEGREEDTCHGTEIERR) > RGBT - 7S S S5 TR AT
% ~ B s (HH > HRR o R B R T R RS - B R B
AT Z &N > A1 (0] 2 5 fe i b 17 g B 56 /Y & EH A i (BT (product
dissemination) » Sz {&AEREAIE T AETTTTEN - (LT —E R RV EEIIR - ELRT

SR LR B AR BRI MM IR RATR) -

114 Curtis D. Boyd, “The Future of MISO”, Special Warfare, Vol. 24, Issue 1, January-February 2011, pp.

22-28.
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HE > AEIIREIRN FREAATEFEAETERAE TR G - S
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CEBW L CRTNCRIE AR
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K YW IR - LT85  BOETBIT R - SRt
& DI RFFFI Y - 1

+ ETEEE)(planning initiation) : FfEEAAHREARE JJFEF HLIEER R EL &3 A

sTEMUE » MEERCESAE IS E 2 Han < Kb st E i E % - HIFE
s AR N ~ AR TR B ~ WG T TR A IR E
AR oK ~ FREBIEIRL S -

» (£ 53 (mission anaysis) : {EF5 73 ATHY H EVIER IR EEAREIEEA TS

fu] g > Sl i L A e B LR G T AR - SERTRs ik -
LIRS EHHEB EA T 2 - TR B R T EIER - FHEE I
HEVZ IR 38 K TAERIEIN  AE B ERA S HIH H b2 i
AR EREE DAL e A i B -

* BRI TH)JTZE(COA development) * {EFLPE BB EIFRN A B0 FR PR

BN FRERS - WETE HE Y TF R » AR AR (e - IR
il > IR ERTERFRGR = ZHE ~ SR F R bR S LA -

115 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., pp. IV-7 -IV-8.

41



VU~ AT T8 T ZE B fHHE (COA analysis and war gaming) © fHESER =
TERGTEEB IS AR P ERIFECES O F R &R ER
SCPRTE TR e iR B e & (F BB B P S Z s B MR i i
FAREBHTE R HERE ST SRS g - HAR R R e s &8 A8
HAGIR > R EH A (rule of engagement, ROE) ~ 5531 {F B & 5
AIHAE L

11~ PRI TE) T2 (COA comparism) * JFEP&EGREEL (TS fy 2 B LEaR 25 A1
TTET R 2B - Wk &R F RS HY 75 K B ] & R B & RRHBE RE T 15
BRI - R R AR F AR R TR T R E R -

N~ ZEITEIJT2E(COA approval) © (LR B EERERGE S Al & (E RS
HEETETEN R Z B - RREIEEE MR ORIV TS T

Jrﬁ}

€~ #EEHEEET 2 (plan or order development) * (AR & (FELFSFEE R0
Ko BAGTE ZATE T AR GE A A G T a4

PLE R R H & (PR S F R B 2 RO - B L 2 BReyEt
SFHEMERE R » B ECE R LB R Z s H e N 7 2
B o BRI AR S ERE S (R R EXEAIPS-0 Pl & (G T ML T e
FiTts » Y590 - 120 124F 9 ERIMETE - FeJloaal T " &S IFB L R B S A & 1
BT ERAEA ) Z20®) - YR T EE A EE LA - (DA ER IR
B At & SRAH R RE ST )9 22 A AR (R BE AT & JEf]

Ull

BNEEW L TR TR F oA

116 Joint Chiefs of Staff, “Joint Publication 5-0: JJoint Planning,” June 16, 2017, pp. V-2 -V-49.

17 Joint Chiefs of Staff, “Joint Publication 3-13: Information Operations,” November 27, 2012, p. iii.
42



B S SR & (FEE R F B Z TR - SSEEIBHLEE T (Hans F. Palaoro))f
B AR RHBE I (2 E ke Rk Lo BE D SRR RE ) o Ry PEERBEME T 5L - 28& 57 51
PR 2 OB (mind) 21 T8 ~ S5 Imd P ¥ CAISR Gl THAR - B ZE IR

7R LAV B AR IRE 1 2 B Y - MO2RT - IRSEHI S (ERRAEAIIP3- 1318 1E %
FERENFHBRRE ST A AT [F] FE SURIRSS IR T A RIS 4 N B (4 2-6) -

qETH

EERE AR
LTS
EERFR
HEAFER
FREM=EIFH
EEEE
TERiZRSE
FASERE AL

lami

m % it

i

EEzE{t

BETH
fehis

K2 (EEE

R TEEL

B R TR

FE 1% SN

SRR H ¥S 170

\ oT SRS TR AR A RS R S \

2'6 fégﬂﬂzgﬁkﬂlb*il
BRIHE - {Z21E 8 : Hans Palaoro, “Information Strategy: The Missing Link”, Joint
Forces Quaterly, 4th quarter, 2010, vol. 59, No. 4, p. 85.

TEMERIEERTERAL - 455 HATSSER S (EEER - BRI IEEE e s &
FE(ERHBARE D) BT R R & 1% - Fo0 R PR KRR TR R H
(> 2800 > AR o] RE (B DA A S B B E BRI mT DAl A > S
&5 | FRHEB G (FEERIIP3-13 th YRS FEI(1%R2-2) -

118 Hans Palaoro, “Information Strategy: The Missing Link”, Joint Forces Quaterly, Vol. 59, No. 4, 4

quarter, 2010, pp. 83-85.
43



#&2-2 EFEEHRARE S E A &E

AR L

A 77 IER EHF R B BN - &R EIFEE s FERERR
R R EUE A7 B RERAR -

LI 1
E BH &

RERBIBUS TR HEE]

FTEE 3R

L RREPB BN REARNENELEED
2. 75 A RN AR B B

BUERR

LEE 7 RE A (FE73)
2 BB AR(RE BT ~ BEMA)

SE P Bk B

LINZITEN(BIAN: FPZRRE B 4L h37)
2. B FEx (a0 ERRE R - 15E2)

EEE R | SESRABINIRER K  FEI1TE) EEEMZENFE - 2
EEE | HEH ESHE
F Ex | A REBEIR(BIAN:HIE - HHRBERERIEIEE)
5.m% « Xt - BRHEMALEBFIFEY
LEEIME AV EEIR E R BT E R
P 2. B EHRE AN

U EELZNBILE S

4 RRSBBEEBAZD

B H|3&E: Joint Chiefs of Staff, “Joint Publication 3-13: Information Operations,”
November 20, 2014, pp. 11-3 — 11-4.

s FIHE ARG (BT U E N BGH - FREEERFEAERE A RN
T GEEEEE TR CGEAERIRE D) > MR FEAIERA A B Ak S B a U PR
UREE T2 AR EMOTHYATR » B Ia R T Ry LRI - BIAEER ST - A /595
BN ATREN R I EIHIE - FMGRE TR ~ £OF ERVZE  FrLIEE R A
FEZE R BRIEAIT R EREEE ISR R 5 N RS2 FIERAE % -
FELE SR B - HETTTAS BB T BRI ] - s AR - T 103 R R B Y EE
BITEY - B2 FEANIFEEEE AR T & IERYEa BT A ARSI - ARIRE & F 8
AP - EERERRREEHERE 2 77 - BE4hag ~ Eall » BER - &0F%(diplomatic,
informational, military, economic, DIME) - {1 S5 EH28 A REAR L 5 5 Fe i 8 A U
o AL EEVE RN E IR B S GE f S EE T E
FLERFTE IR T B RN FEL -

119 Joint Chiefs of Staff, Joint Publication 3-13: Information Operations(2014), op. cit., p. ix.
44



. EEFRICRLECAF

Fra Ll B FRE ARG ol Dt R AR PR R A Y38 »
225 H RS THEHRE ST T B RAGE AV S BUE ] - BLEIA H AT 2 BRI
EERHSOE TRRET B A e A R (R TRy R A AR E R AT A (mechanism)
ACGEAL > TISREAE201 7TAEIERY (BIPGER3600.015F 152 ) o ik & ah fF Rt al &
"R AR (principle mechanism) | - I —FAIMERHEER] > £ FEGERE T
Be - FPE - BRI SRS A& HRRE ST - MBI A FRGEREARAC &

DI E R N BB YA TR P AL R C O A RAR Y AR LA - B
SRR BRI EE) sUFELN A WO FTS 2 R AR FEEHIZL | (are central to 10) »
0 WHATE - ARSI A HIBUA I  (political warfare) o 1

PR T A BCEHHER ALY o B8N S EER RS R fREE(Christopher Paul)f£ 1
20174FATE(E T E5EE I 5 (Dominating Duffer’s Domain)th > 78 ISR HEE Y
Tt (B A R BN R A =] FE VL SE (A tropia) ERU(E RHETT S FHTEL
F o PRI EAMAREIFEREE » (AR HEEET - BT EHIFEJO)
ZA > 2P AR N EEESRFE(MISO) - M i P V& EREE ' i)
e ) THBENSIRERAVARYETE > AERMATEHE - FERRNER
AN FEEL B AR SR R - th ] R S SR F e &R Y
BB - SSME SR B BHE A B AR F R 352 2 F 8 (influence operations) Y #
ERI DA SEE A SRR E TR RE ST - 2R T E A BT A2 eIk
SEFEL - PRI B GEE I SRR Ty — RS - Tl S TR R G

120 Catherine Theohary, op. cit., p. 1.

121 Catherine A. Theohary, Information Warfare: issue for congress, op. cit., p. 2.
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