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Abstract

Abstract

The concealment and transnational nature of cyberspace have caused various
conflicts in cyberspace. As far as the internal situation in mainland China is
concerned, acts of using cybercrime often occur. As far as the international
situation is concerned, in July 2010, the Iranian nuclear power plant centrifuge
was attacked by the Stuxnet virus attack and the 2013 U.S. PRISM program,
which affected the national security and development of mainland China.

This research uses offensive realism as a research approach to explore the
CCP’s strategy of continuously building cyberspace in pursuit of the goal of
maximizing security in the face of cybersecurity threats. First, the Chinese
Communist Party(CCP) established the “Central Cyber Security and
Informatization Leading Group” in 2014, highlighting China's promotion of
cyber security as a national strategy and its role of centralized command and
unified leadership. Second, the establishment of a national cyberspace security
legal system. The adoption of the National Security Law in 2015 and the
Cybersecurity Law in November 2016 highlight the strengthening of absolute
control over domestic cyberspace through legislative means. Finally, it is
proposed that the strategic framework for defending cyberspace be published on
December 27, 2016, "National Cyberspace Security Strategy” and March 1,
2017, "Cyberspace International Cooperation Strategy." To demonstrate that the
maintenance of cyber sovereignty in mainland China is tolerant of interference
and interference by other countries, and to participate in the multilateral
construction of a global Internet governance platform on the basis of national

sovereignty.
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Mainland China's intention to actively participate in international affairs
promotes the concept of cyber sovereignty from the "World Internet
Conference" and "Digital Silk Road" led internally, and builds a network
foundation with developing countries along the "Belt and Road" facilities to
deepen the relationship of interdependence with countries in the region and
expand the influence of mainland China in the region. As for international affairs,
participating in the United Nations, affiliated organizations, and international
organizations expects to gain substantial benefits from technology and
technology and attract developing countries, and gradually expand its influence
in the global network governance system. The state-led global network
governance system has established China's powerful position in the network

field to compete with the United States.

Keywords: Central Cyber Security and Informatization Leading
Group, National Security Law, Cybersecurity Law, World Internet

Conference, Digital Silk Road
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